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1. Purpose

This policy establishes how Piedmont Virginia Community College manages the
identification, inventory, and classification of institutional data and related systems. It
supports the protection of the confidentiality, integrity, and availability of college data and
systems and supports informed risk management, operational decision making, and
regulatory compliance.

It aligns with applicable legal and contractual requirements including the Gramm-Leach-
Bliley Act, the Family Educational Rights and Privacy Act, the Health Insurance Portability
and Accountability Act when applicable, the Payment Card Industry Data Security
Standard, and applicable Virginia Community College System information security
standards.

While administered by Technology Services, this policy supports shared institutional
responsibility for managing data related risk across the College.

2. Policy Statement

PVCC maintains a formal, risk-based approach to identifying, inventorying, and classifying
institutional data and the systems that store, process, or transmit that data.

All institutional data must be classified in accordance with VCCS data classification
standards.

All systems and datasets must be assigned a risk tier based on potential impact to
confidentiality, integrity, and availability. Risk tiers supplement data classification and inform
the selection and application of security and operational controls.

Data inventory and classification activities include:
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e Maintaining an inventory of institutional data, systems, and services, including third-
party and cloud environments,

e Assigning data classifications in accordance with VCCS standards,
e Assigning system and dataset risk tiers

e Using classification and risk information to guide security controls, and operational
practices.

Data inventory and classification are ongoing institutional responsibilities. Inventories and
classifications must be reviewed at least annually and when material changes occur,
including:

e New systems or vendors,
e Major upgrades or system changes,
e Data aggregation or integration,
e Security incidents, and
e Regulatory changes.
Systems inherit the highest data classification of any data they store, process, or transmit.

When combining datasets increases sensitivity or impact, classification, risk tier, and
required controls must be adjusted accordingly.

Data classified as Confidential or Highly Confidential must be protected in accordance with
applicable encryption and data protection requirements.

. Definitions

Data Inventory: The authoritative record of institutional data and supporting systems,
including ownership, location, classification, and risk considerations.

Data Classification: The process of categorizing data based on sensitivity and required
level of protection, in accordance with VCCS classification standards.

Risk Tier: An impact-based rating applied to systems or datasets to determine control
strength and monitoring expectations based on potential impact to confidentiality, integrity,
and availability.

Confidentiality: Protection of information from unauthorized access or disclosure.

Integrity: Assurance that information is accurate and not improperly modified.
Availability: Assurance that information and systems are accessible when needed.

Sensitive Data: Data for which compromise of confidentiality, integrity, or availability could




materially harm the College, VCCS operations, or individual privacy.

Data Owner: An administrator or manager accountable for the classification, use, and
protection of institutional data. Data Owners are responsible for ensuring appropriate risk
acceptance when changes affect data under their authority.

System Owner: An administrator or manager accountable for the operation and ongoing
use of a specific information technology system. System Owners frequently reside outside
Technology Services.

3.1 Data Classification Categories

All institutional data must be classified in accordance with Virginia Community College
System data classification standards.

PVCC uses the following data classification categories, as defined by the VCCS:
Personal: Data not related to College business.

Public: Data approved for public release.

Private: Institutional data intended for internal use with moderate sensitivity.

Confidential: Sensitive data requiring controlled access due to legal, regulatory, or
institutional requirements.

Highly Confidential: Data requiring the highest level of protection due to significant risk if
disclosed.

Data classification determines how data must be handled, accessed, stored, transmitted,
and protected. Full classification definitions, handling requirements, and examples are
maintained within VCCS standards and supporting guidance.

3.2 Risk Tier Categories

All systems and datasets must be assigned a risk tier based on potential impact to
confidentiality, integrity, and availability. PVCC applies the following risk tiers:

High: Significant impact to operations, individuals, or compliance obligations.
Moderate: Noticeable operational or reputational impact.
Low: Limited impact to operations or reputation.

Risk tiers supplement data classification and inform control strength, monitoring, and
prioritization of safeguards.

A system or dataset must be treated as sensitive when any dimension of confidentiality,
integrity, or availability is rated Moderate or High.



4. Applicability

This policy applies to PVCC employees, contractors, student workers, and third-party
service providers who create, access, store, process, or manage institutional data. This
policy applies to all institutional data regardless of format or location, including on premises
systems, VCCS managed platforms, and vendor hosted or cloud environments.

Use of third-party systems does not transfer institutional responsibility for data protection or
regulatory compliance. For systems not managed by Technology Services, including
externally hosted or division-managed systems, responsible areas must:

e Maintain inventory and classification practices aligned with this policy,
e Ensure alignment with applicable VCCS standards, and
e Provide inventory records or attestations as required for audit or risk review.
.
5. Responsibilities

Data inventory and classification are a shared institutional responsibility. All employees,
contractors, and third-party service providers are required to engage with Technology
Services to support institutional data inventory and classification processes.

Individuals are responsible for identifying data under their control, applying appropriate
classifications, maintaining those classifications, and reporting suspected misclassification
or inappropriate access.

5.1 Institutional Authority and Policy Stewardship

The President approves this policy and any revisions under delegated authority from the
VCCS.

Technology Services serves as steward of this policy and is responsible for maintaining
alignment with VCCS standards and coordinating institutional implementation.

5.2 Data and System Accountability
Data Owners are responsible for:

e |dentifying and validating the nature, purpose, and sensitivity of institutional data
under their authority,

e Participating in classification activities and applying classifications in accordance
with VCCS standards and established institutional guidance,

e Defining business requirements related to access, retention, and appropriate use of
institutional data, and

e Reviewing classifications periodically and upon material change.



System Owners are responsible for:

e Maintaining accurate inventory information regarding systems under their authority,
including business purpose, ownership, integrations, and third-party dependencies,

e Participating in inventory and risk assessment activities,
e Ensuring Technology Services is informed of material changes affecting the system,

e Supporting implementation of controls and requirements associated with applicable
data classifications and risk tiers, and

e Periodically reviewing system inventory information and risk classifications for
accuracy

5.3 Information Security Oversight

The Information Security Officer (ISO) evaluates classification and risk decisions, provides
guidance on the application of VCCS classification standards, and supports compliance
with VCCS standards and audit requirements.

5.4 Technical and Operational Execution

Technology Services coordinates the inventory and classification process, maintains
institutional records, provides classification guidance, and supports consistent application
of VCCS standards across the College.

. Procedures for Implementation

This section outlines the general institutional processes associated with implementation of
this policy. It is not intended to prescribe unit-specific procedures, which may vary by
function and are maintained separately in alignment with College and VCCS standards.

6.1 Data Inventory and Classification

Data and systems are inventoried and classified through approved institutional processes
and systems of record maintained by Technology Services.

6.2 Review and Maintenance

Inventories and classifications must be reviewed periodically and updated when material
changes occur.

6.3 Use of Classification and Risk Information
Classification and risk information must be used to inform:
e Access management,

e Encryption requirements,



¢ Monitoring and logging,
e Data Loss Prevention,
¢ \endor risk management, and
e Backup and recovery planning
6.4 Supporting Standards and Procedures

Detailed workflows, tools, and procedures are maintained separately within Technology
Services standards, guidelines, and procedures.

6.5 Exceptions and Exclusions

This policy does not apply to data or systems that are not owned, managed, or used to
support College business, operations, instruction, or services.

. Sanctions for Violation of Policy

Failure to comply with this policy may result in corrective actions intended to mitigate risk
and restore compliance, consistent with college human resources, information security, and
procurement frameworks.

Corrective actions may include additional training requirements, increased oversight,
modification or revocation of system access, or other measures appropriate to reduce
institutional risk.

Vendors or contractors unable to meet applicable requirements may be subject to
procurement limitations, non-renewal, or contract termination in accordance with existing
procurement, contracting, and vendor management policies.

. Other General Information

Additional references for this policy include:
e Gramm-Leach-Bliley Act (GLBA) 16 C.F.R. § 314.4(c)(7)

e Family Educational Rights and Privacy Act (FERPA) 20 U.S.C. § 1232g; 34 C.F.R. Part
99

e Health Insurance Portability and Accountability Act (HIPAA) 45 C.F.R. Parts 160 and
164

¢ Payment Card Industry Data Security Standard (PCl DSS) v 4.0.1

e PVCC Support Portal (Team Dynamix)

e PVCC Technology Services Standards, Guidelines and Procedures

e VCCS IT Security Standard 08 - Asset Management



https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314
https://www.ecfr.gov/current/title-34/subtitle-A/part-99
https://www.ecfr.gov/current/title-34/subtitle-A/part-99
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164
https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0_1.pdf
https://help.vccs.edu/TDClient/3250/PVCCPortal/Home/
https://help.vccs.edu/TDClient/3250/PVCCPortal/KB/
https://onvccs.sharepoint.com/teams/src/SitePages/08%20-%20Asset%20Management.aspx

VCCS IT Security Guidelines 8.2.1 Classification Guidelines

VCCS IT Security Standard 9.1 - Business Requirement for Access Control
VCCS IT Security Standard 9.2 - User Access Management
VCCS IT Security Standard 10 - Cryptography

VCCS Security Risk Compliance Standards, Guidelines, & Procedures

Virginia Freedom of Information Act — § 2.2-3705.3



https://onvccs.sharepoint.com/:w:/t/src/EVEZ_dBhQXhFslpt-EPvshQBIF6QWr0T_Rsey3aGq34wNw
https://onvccs.sharepoint.com/teams/src/Standards%2C%20Guidelines%2C%20and%20SOPs/09%20Standards/VCCS%20IT%20Security%20Standard%209.1%20Business%20Requirement%20for%20Access%20Control.docx?d=w2aa517c413704e45b3c4c12301cb2dd6
https://onvccs.sharepoint.com/teams/src/Standards%2C%20Guidelines%2C%20and%20SOPs/09%20Standards/VCCS%20IT%20Security%20Standard%209.4%20System%20and%20Application%20Access%20Control.docx?d=wd4df57cb7e1d4e219381be87ee9bb32c
https://onvccs.sharepoint.com/teams/src/SitePages/10%20-%20Cryptography.aspx
https://onvccs.sharepoint.com/teams/src/SitePages/Standards%20and%20Guidelines.aspx
https://law.lis.virginia.gov/vacode/title2.2/chapter37/section2.2-3705.3/
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