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1. Purpose  

This policy establishes how Piedmont Virginia Community College (PVCC) manages 
changes to information technology systems and services. A structured change 
management process helps ensure that technology changes to production systems are 
reviewed, approved, implemented, and documented in a manner that protects the 
confidentiality, integrity, and availability of College systems and data while supporting stable 
and reliable operations. In the context of this policy, risk refers to the potential for 
technology changes to negatively affect data security, system availability, regulatory 
compliance, or continuity of College operations. 

This policy supports compliance with the Gramm-Leach-Bliley Act (GLBA) Safeguards Rule 
(16 C.F.R. § 314.4(c)(7)) and applicable Virginia Community College System (VCCS) IT 
security standards. It reflects established higher education best practices for managing 
institutional risk associated with changes to production technology systems. 

While administered by Technology Services, this policy supports institutional decision 
making and shared responsibility for managing technology related risk across the College. 

 

2. Policy Statement  

PVCC manages information technology changes through a formal, risk-based change 
management process. Changes are reviewed and governed in proportion to their risk, 
impact, and urgency to ensure institutional risk is understood and intentionally accepted 
with consideration given to potential effects on data confidentiality, system integrity, service 
availability, and regulatory obligations before changes are implemented. 

Change requests, reviews, approvals, and documentation are supported through the PVCC 



Support Portal, which uses the VCCS TeamDynamix platform to promote transparency, 
traceability, and audit readiness. 

 

3. Definitions  

Change: An addition, modification, or removal of a system, configuration, service, or 
process that affects a production information technology environment. This includes 
changes associated with enterprise technologies, applications, platforms, or technical 
solutions, whether initiated through procurement, renewal, replacement, decommissioning, 
or configuration activities. 

Production System: An information technology system or service actively used to support 
College operations, instructional delivery, administrative functions, or institutional services. 

Change Manager: The individual responsible for overseeing the change management 
process, including classification, review, approval, and documentation. At PVCC, this role is 
fulfilled by the Chief Information Officer (CIO). 

Change Advisory Board (CAB): An internal Technology Services advisory group that 
reviews Normal and Major changes for readiness, risk, and impact prior to implementation. 

Emergency Change Advisory Board (ECAB): An internal Technology Services advisory 
group that reviews Emergency changes requiring expedited consideration due to 
operational or security urgency. 

System Owner: An administrator or manager accountable for the operation and ongoing 
use of a specific information technology system. System Owners frequently reside outside 
Technology Services. 

Data Owner: An administrator or manager accountable for the classification, use, and 
protection of institutional data. Data Owners are responsible for ensuring appropriate risk 
acceptance when changes affect data under their authority. 

3.1 Change Classifications 

All changes are classified based on risk, impact, and urgency, consistent with 
higher-education and IT service management best practices. 

Standard Change: A low-risk, repeatable change performed in accordance with a 
preapproved change model. Only changes that have been formally reviewed and approved 
as Standard changes may be treated as Standard changes. The list of approved Standard 
changes is curated and maintained within the PVCC Support Portal. Additions or 
modifications to this list are reviewed and approved through the change management 
process and are evaluated as Normal changes prior to designation as Standard changes. 

Normal Change: A planned change requiring review due to moderate risk or complexity. 



Major Change: A high-impact change requiring enhanced review and planning. 

Emergency Change: An emergency change is an urgent change required to resolve 
critical incidents or security threats 

 

4. Applicability 

This policy applies to PVCC employees, contractors, and third-party service providers who 
initiate, approve, or implement changes to information technology systems used by the 
College. 

This policy applies primarily to changes affecting production systems and services that 
support College operations, instructional delivery, and administrative functions. 

The formal change management process defined by this policy is required for changes to 
systems and services that are managed, administered, or configured by Technology 
Services, or for changes implemented by individuals acting with documented Technology 
Services authorization. 

For systems not managed by Technology Services, including externally hosted or division-
managed systems, responsible areas must maintain documented change control practices 
that provide comparable review, risk management, and documentation outcomes 
appropriate to the system’s risk profile. Evidence of such practices may be requested 
during vendor onboarding, contract renewal, audits, or risk assessments and may be 
reviewed by Technology Services and the College or VCCS Information Security Officer 
(ISO). 

Routine access control changes, such as adding, removing, or modifying individual user 
access, are outside the scope of this policy and are governed by separate identity and 
access management processes. Access changes are included under this policy only when 
they are part of a broader system, service, or configuration change. 

Use of third-party or externally hosted technology, including systems hosted by the VCCS, 
does not transfer institutional responsibility for information security or regulatory 
compliance. 

5. Responsibilities 

Change management is a shared institutional responsibility. All employees, contractors, 
and third-party service providers are responsible for engaging with Technology Services 
before initiating or implementing changes to production information technology systems to 
ensure appropriate review, coordination, and risk management. 

5.1 Institutional Authority and Policy Stewardship  

The President approves this policy and any revisions under delegated authority from the 
VCCS. 



Technology Services serves as steward of this policy and is responsible for maintaining 
alignment with VCCS standards, coordinating institutional change management 
governance, and supporting consistent implementation. 

5.2 Change Management Governance Oversight 

The CIO serves as the Change Manager and oversees the change management process, 
ensures required reviews and approvals are completed, and issues final approval or 
rejection of changes. The CIO may assign a designee to support execution of the change 
management function. 

5.3 Information Security Oversight 

The Information Security Officer (ISO) reviews the security and compliance impact of 
changes, including risks to confidentiality, integrity, and availability. The ISO supports audit 
readiness and reviews of vendor change control evidence when applicable. 

5.4 Technical and Operational Execution 

The Senior Infrastructure Manager oversees execution of approved changes affecting 
infrastructure and enterprise systems and ensures production configurations are updated 
as approved. 

The IT Operations Manager represents service operations and end-user impact, including 
support readiness, monitoring considerations, and post-change sustainment. 

 

6. Procedures for Implementation 

This section outlines the general institutional processes associated with implementation of 
this policy. It is not intended to prescribe unit-specific procedures, which may vary by 
function and are maintained separately in alignment with College and VCCS standards. 

6.1 Change Governance and Oversight 

Change governance supports consistent, risk-based review without replacing established 
decision authority. 

The Change Advisory Board (CAB) reviews Normal and Major changes prior to 
implementation to evaluate readiness, risk, and potential institutional impact. 

The Emergency Change Advisory Board (ECAB) reviews Emergency changes requiring 
expedited action to address critical operational or security needs. 

Governance bodies function in an advisory capacity to support informed decision-making. 
Final approval authority for changes remains with the Change Manager. 

6.2 Change Documentation and System of Record 

Change requests, approvals, and supporting documentation are maintained in the PVCC 



Support Portal, which serves as the system of record for change management activity. 

Supporting standards, guidelines, and procedures define operational workflows, review 
criteria, and documentation requirements. These materials are periodically reviewed and 
updated through formal governance processes based on operational experience, evolving 
risk assessment, and audit considerations. 

6.3 Records Retention and Review 

Change records are retained for a minimum of one year or longer, in accordance with 
applicable Library of Virginia record retention schedules, regulatory requirements, audit 
obligations, and institutional needs. 

Change activity and trends may be periodically reviewed by the Change Manager and 
Information Security Officer to support risk management, continuous improvement, and 
audit response. 

6.4 Exceptions and Exclusions 

This policy does not apply to activities that do not affect production information technology 
systems. 

Routine access provisioning and deprovisioning, end-user configuration changes, and 
activities governed by separate identity and access management, human resources, or 
procurement policies are excluded, unless such activities are part of a broader system, 
service, or configuration change subject to this policy. 

 

7. Sanctions for Violation of Policy  

Failure to comply with this policy may result in corrective actions intended to mitigate risk 
and restore compliance, consistent with College human resources, information security, 
and procurement frameworks. 

Corrective actions may include additional training requirements, increased review or 
approval requirements for future changes, modification or revocation of system access, or 
other measures appropriate to reduce institutional risk. 

Vendors or contractors unable to meet applicable change management requirements may 
be subject to procurement limitations, non-renewal, or contract termination in accordance 
with existing procurement, contracting, and vendor management policies. 

 

8. Other General Information  

Additional references for this policy: 

• Gramm-Leach-Bliley Act (GLBA) 16 C.F.R. § 314.4(c)(7) 

https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314


• PVCC Support Portal (Team Dynamix) 

• PVCC Technology Services Standards, Guidelines and Procedures 

• VCCS IT Security Standard 9.1 – Business Requirement for Access Control 

• VCCS IT Security Standard 9.2 – User Access Management 

• VCCS Security Risk Compliance Standards, Guidelines, & Procedures 

• Library of Virginia Retention Schedules 

https://help.vccs.edu/TDClient/3250/PVCCPortal/Home/
https://help.vccs.edu/TDClient/3250/PVCCPortal/KB/
https://onvccs.sharepoint.com/teams/src/Standards%2C%20Guidelines%2C%20and%20SOPs/09%20Standards/VCCS%20IT%20Security%20Standard%209.1%20Business%20Requirement%20for%20Access%20Control.docx?d=w2aa517c413704e45b3c4c12301cb2dd6
https://onvccs.sharepoint.com/teams/src/Standards%2C%20Guidelines%2C%20and%20SOPs/09%20Standards/VCCS%20IT%20Security%20Standard%209.4%20System%20and%20Application%20Access%20Control.docx?d=wd4df57cb7e1d4e219381be87ee9bb32c
https://onvccs.sharepoint.com/teams/src/SitePages/Standards%20and%20Guidelines.aspx
https://www.lva.virginia.gov/services/rm/schedules
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